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It was a brisk cool December night in Cypress, Texas. The car door shut as the beeping of my key 

into the ignition started. At 16, driving alone was still unusual. I remember inserting a new CD from a 

band called “Our Lady Peace”. The album cover had this strange artwork from an artist named Oli 

Goldsmith. It had the band name on the cover and underneath were two words “Spiritual Machines.” Over 

the 8-inch car speakers I heard a voice that continues to haunt me. The absurdity of this voice’s statement 

resonated with me. The tone in his voice was not just giving a 

prediction, but stating a fact, “The year is 2029, the machines 

will convince us that they are conscious, that they have their 

own agenda worthy of our respect. They’ll embody human 

qualities and claim to be human… and we’ll believe them.”1 

That voice was the famous inventor, futurist, and current 

Google director of engineering Ray Kurzweil. He has made 

many haunting predictions about the advancements in 

technology. Kurzweil argues that if you look at trends in information technology, the rate of information 

advancement moves faster every year, and our ability to understand it decreases every year. Kurzweil 

predicts we will have to converge with the exponentially growing technology we are building to be able 

to keep up with the rate at which the technology advancements are increasing. He goes further to predict, 

as humans and machines evolve into a kind of hybrid society, the words themselves “human” or 

“machine” will no longer have the same connotation that they did in the year 2000. This emerging 

technology will spark an evolutionary chain in humans in ways no human ever imagined. Kurzweil says 

nanobots are being created currently that replace blood which can help someone hold their breath 

underwater for 20 minutes and run hundreds of miles without tiring. Essentially, we could become 

whoever we wanted, create things we never thought possible, or even control things as we have never 

 
1 Our Lady Peace. 2000. "Spiritual Machines." Spiritual Machines. Comp. Duncan Coutts, Steve Mazur, 
Jason Pierce, Mike Turner Raine Maida. 

Figure 1 



CIS 6326 – Bronk The Age of Hacking Spiritual Machines David Garza 

2 
 

before. The argument for this report is to express the dangerous cybersecurity risks and implications 

involved in the state of current medical devices, the indications for future medical technology, and finally 

the potential human societal and psychological ramidications of the impending technology. I will focus on 

how we can overcome these issues and hope that one day we can learn from our mistakes. I would like to 

start by defining what a biomedical device is and what it is not, talk about the cybersecurity devices that 

have been hacked, and its implications. And finally, discuss ways to potentially avoid a dismal and 

horrifying future.  

One of the greatest things in human evolution and human history was the invention and discovery 

of tools to make life easier. Humans used tools, improved upon them, and made technological advances 

that eventually led to the society we have today. According to Kurzweil, “if you go back 500 years not 

much happens in a century. Now a lot happens in 6 months. Technology feeds on itself and gets faster and 

faster. In about 40 years, the pace of change is going to be so astonishingly quick that you won’t be able 

to follow it unless you enhance your own intelligence by merging with the intelligent technology we are 

creating.” 2 Instead of using tools outside our bodies, we use them inside our bodies as well. Currently, we 

use medicinal devices and components to help us live longer and fuller lives. What are the cost of these 

medical devices? Before we can talk about the different technologies and their vulnerabilities, we must 

first define “biomedical technology.”  

Defining Biomedical Devices 

The definition of Biomedical Technology is the technology that is an extension of medical 

devices. For us to determine what a biomedical device is, we must define in detail what is a medical 

device, what is biotechnology, and how technology fits in.  

 The main organization that defines medical devices in the United States is the Food and Drug 

Administration (FDA). The FDA defines a medical device as  

 
2 2011. Transcendent Man. Directed by Barry Ptolemy 
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“an instrument, apparatus, implement, machine, contrivance, implant, in vitro reagent, 

or another similar or related article, including a component part or accessory which is: 

recognized in the official National Formulary, or the United States Pharmacopoeia, or 

any supplement to them, intended for use in the diagnosis of disease or other 

conditions, or in the cure, mitigation, treatment, or prevention of disease, in man or 

other animals, or intended to affect the structure or any function of the body of man or 

other animals, and which does not achieve its primary intended purposes through 

chemical action within or on the body of man or other animals and which is not 

dependent upon being metabolized for the achievement of any of its primary intended 

purposes.” 3  

This definition leaves some things open to interpretation and will change as medical devices change over 

time, but this is the most current definition by the FDA. Another good definition is from the World Health 

Organization (WHO) which states “‘Medical device’ means any instrument, apparatus, implement, 

machine, appliance, implant, reagent for in vitro use, software, material or other similar or related article, 

intended by the manufacturer to be used, alone or in combination, for human beings, for one or more of 

the specific medical purpose(s).”4 The WHO has been a reliable health resource since 1948 and has a 

global reach of 150 countries. WHO also states on their website that medical devices are primarily for 

treatment, diagnosing, preventing, or alleviation of a disease. We will go into depth about the purpose of 

medical devices shortly. But what about Biomedical devices? 

Biomedical devices help humans in ways that traditional medicine and therapies cannot. Breaking 

down the terms individualy, “biomedical” as defined by Merriam-Webster, “of, relating to, or involving 

biology, medical, and the physical science”5. An example include baby incubators, surgical machines to 

 
3 Office of Regulatory Affairs. 2019. "www.fda.gov." October 2. Accessed 4 17, 2021. 
www.fda.gov/industry/regulated-products/medical-device-
overview#What%20is%20a%20medical%20device. 

4 World Health Organization. 2018. "Medical Devices." www.who.int. Accessed April 17, 2021. 
https://www.who.int/medical_devices/full_deffinition/en/. 

5 Merriam-Webster. n.d. "Biomedical." www.marriam-webster.com. Accessed April 17, 2021. 
https://www.merriam-webster.com/dictionary/biomedical. 
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help doctors avoid mistakes during brain surgery, insulin pumps, and pacemakers. Using these 

definitions, we can get a better sense of what does and does not constitute a biomedical device. 

Biomedical devices or biomedical technology can be a combination of biotechnology (pharmaceuticals 

diagnostics research tools that are medicinal and/or drug focused) and information technology (hardware, 

software, computing systems, and computer networks). Given that there are so many definitions of the 

terms, medical device, biomedical, and biotechnology, we will explore examples of these and the 

differences between them. A surgical machine, x-ray machine, automated dispensing cabinet, pacemaker, 

or even a pin fixation (used to straighten fractured bones) can be classified as a biomedical device, but a 

smartwatch, a yoga ball, calorie counting application, and a computer that is used to connect with an x-ray 

machine cannot. Notice that I did say the X-Ray machine is considered a medical device, but the 

computer that controls, stores, and reviews the files from the X-Ray machine cannot be considered a 

medical device. However, this is where the lines are blurred in the field of medicine. If we use an 

application on a computer to control medical devices, could the application, and by extension the 

computer, be considered part of the medical devices? Since one does not function without the other, it 

may be difficult to separate the two. Since you cannot control the machine without a computer it is like 

asking for a hammer and only getting its head without a handle, or getting a car with no tires, or rims. A 

medical device without a computer becomes a very expensive paperweight.  

Current Devices That Have Been Hacked 

In 2016, my wife, Erin Garza frequently had headaches. Between March and September, the 

headaches grew exponentially worse. In her annual optometrist visit, her doctor was startled to discover 

something pinching her optic nerve. The doctor revealed that only specified things could cause this: 

lesions in the brain or tumors. The diagnosis was grim, and we wanted to get confirmation. Initially, we 

thought it might be a mistake, nonetheless, we prepared for the worst-case scenario. After a CT scan, 

specialists determined the cause of the pinched nerve to be a brain tumor. Furtunately, Doctors 
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determined the tumor to benign and operable. During a consultation with the surgeon, he notified that the 

surgical staff would be using a da Vinci surgical machine to operate on her brain.  

The da Vinci surgical device was invented in the late 1990s and was an innovative technology for 

its time. The machine, shown in Figure 2, held medical devices and would move scalpels and tools slowly 

to assist the doctors to prevent any surgical mistakes. Since its approval by the FDA in 2000, the da Vinci 

surgical device has performed more than 200,000 surgeries through 2012.6 It is still widely used in 

hospitals and continues to help 

patients. However, devices like the da 

Vinci machine have been hacked 

before. On May 13, 2015, a group of 

students from the University of 

Washington hacked into a similar 

surgical machine called the Raven II. 

The Raven II is used in neurosurgery 

as well as other surgical procedures to help doctors make micro-precision cuts for a long duration of time. 

Using a “Man in the Middle” attack, Tamara Bonaci, Jeffrey Herron, Tariq Yusuf, Junjie Yan, Tadayoshi 

Kohno, and Howard Jay Chizeck were able the take over the Raven II in their lab and manipulate it at 

will. They described the attack in their paper:  

“In hijacking attacks, an attacker assumes a role of a network observer, who can 

eavesdrop on packets between a surgeon and a robot, without modifying them. After 

sufficient reconnaissance, an attacker then injects new, malicious packets into the 

network, to impact the surgical procedure. In our case, the reconnaissance phase 

required only capturing the current packet sequence number, at which point we were 

 
6 The Economist Online. 2012. The Kindness of Strangers. Jan 18. 

Figure 2 
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able to take over control of the robot. We consider several subgroups of hijacking 

attacks, namely (1) sequence number leading attack and (2) force reset”7  

These students were able to hack the Raven II and could manipulate the device to do what they wanted 

with it over the network in their laboratory. While the da Vinci surgical machine is quite different, it too 

is connected to the internet and could be manipulated in the same fashion.  

 One basic cybersecurity concept is to protect the network. If a device connects to the internet, the 

chances of being hacked skyrocket. The best recommendation for internet devices comes from the US 

Cybersecurity & Infrastructure Security Agency. They state the best way to secure your internet-

connected devices is with multifactor authentication when available, using strong passwords (that change 

every so often), evaluating the security settings of these devices, ensuring that you have the latest up to 

date software, and finally securing a safe connection since connecting to the internet means connecting to 

every other internet-facing device.8 However, some devices do not require multifactor authentications, 

passwords or review of the security settings. These kind of medical device and internet facing devices that 

are not technically classified as computers, are known as IoT (Internet of Things) devices and they can be 

a dangerous thing. Another popular medical device that has often been hacked is the pacemaker.  

 
7 Bonaci, Tamara. 2015. "To Make a Robot Secure: An Experimental Analysis of Cyber Security Threats 
against Teleoperated Surgical Robotics." Accessed April 17, 2021. https://arxiv.org/pdf/1504.04339.pdf 

8 CyberSecurity & Infrastructure Security Agency. 2019. Secure New Internet-Connected Devices | CISA. 
December 31. Accessed April 17, 2021. us-cert.cisa.gov/ncas/current-activity/2019/12/31/secure-new-
internet-connected-devices. 
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  In 2016, Billy Rios, from the security firm Whitescope and Johnathan Butts of QED Secure 

Solutions, identified vulnerabilities with Medtronic, a manufacturer of the Carelink 2090 pacemaker 

(shown in Figure 3). The two security experts emphasized the ability to control implanted pacemakers 

remotely. They were able to send shocks to the 

device or withhold it from someone who needs it. 

An article by WIRED magazine states, “Butts and 

Rios say… that many of the advisories (from 

pacemaker manufacturer) are vaguely worded and 

seem to downplay the potential severity of the 

attacks. For example, all of them say that the 

‘vulnerabilities are not exploitable remotely,’ even 

when possible, attacks hinge on things like connecting to HTTP web servers over the internet or 

manipulating wireless radio signals.” 9 The pacemaker continues to be such a fragile device. Medtronic, 

continues to made improvements to its pacemakers and other medical devices, but still falls short in the 

world of cybersecurity and more appropriately hackers. Medtronic needs to hold itself accountable to its 

customers as doctors hold themselves accountable to their patients. The lives of patients’ depend on it.  

In September 2015, a few students from the University of South Alabama were able to 

experiment on a medical mannequin with a pacemaker. The mannequin was not just any mannequin, but 

it was a $100,000 iStan 

device that mimics human 

response. Professor Mike 

Jacobs, from the 

University of South 

 
9 Newman, Lily Hay. 2018. www.wired.com. August 9. https://www.wired.com/story/pacemaker-hack-
malware-black-hat/. 

Figure 3 

Figure 4 
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Alabama, stated in an article on Vice.com that “The simulator had a pacemaker so we could speed the 

heart rate up, we could slow it down. If it had a defibrillator, which most do, we could have shocked it 

repeatedly. If it was the intent, we could definitely cause harm to the patient… It's not just a pacemaker, 

we could do it with an insulin pump, a number of things that would cause life-threatening injuries or 

death.”8 The most frightening part about this story is not that they were able to infiltrate a pacemaker and 

an insulin pump, but that these students had no penetration testing skills to speak of. They were novices 

and had no prior cybersecurity experience before this. As the level of sophistication of the pacemaker in 

2015. One may not even need any sophisticated hacking knowledge, skills, or technique to hack into 

some of these medical devices.  

Medtronic has posted several ways in which the pacemaker is vulnerable on their website. They 

posted a page called the “Communication and Office Equipment Electromagnetic Compatibility Guide for 

Implantable Cardiac Device”. Medtronic obviously understands these vulnerabilities, as evidenced by the 

list of risks on their website. Nonetheless, the company seems to have made little progress in solving 

these issues. This might be for a number of reasons including malicious intent to avoid the costs of re-

manufacturing the device with updated security features. This begs the question: how much risk 

acceptable with devices like this pacemaker? Medtronic advises, If you have a pacemaker, you will want 

to be at least 12 inches away from any device that could cause disruptions, including communication 

devices, microwaves, radiowaves, and magnetic devices. 10 These communication and magnetic items can 

cause problems with pacemakers and other biomedical devices. Even the PlayStation controller could 

interfere with signals in biomedical devices via the magets inside of the coltroller. On the PlayStation 

website, for example, they state that “These products have magnets which may interfere with pacemakers, 

defibrillators and programmable shunt valves or other medical devices. Do not place these products close 

 
10 Medtronic. n.d. Medtronic Cardiac Devices EMC Guide - Communications and Office Equipment. 
Accessed April 14, 2021. www.medtronic.com/us-en/patients/electromagnetic-guide/communication-
office.html. 
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to such medical devices or persons who use such medical devices. Consult your doctor before using these 

products if you use such medical devices.”11 It is critical to understand these technologies are already 

vulnerable to elements in order to work towards making them more secure against different types of 

attacks. While I understand that any technology will have faults, it does not make sense that organizations 

would make these items so defenseless in addition to all the vulnerabilities they already have. There needs 

to be more research done to curb the rising vulnerabilities. If these devices manufacurers don’t keep 

cybersecurity in mind, we will have worse issues than we are facing today.  

In a research article posted by the Journal of Diabetes Science and Technology, titled “Think Like 

a Hacker: Insights on the Latest Attack Vectors (and Security Controls) for Medical Device 

Applications”, Mandeep Khera writes about cybersecurity experts finding many vulnerabilities on the 

CareFusioin Pyxis SupplyStation devices that are connected to the internet. According to his research, the 

CareFusion Pyxis SupplyStation has coding defects, software design deficiencies, the absence of tamper-

proofing, third-party vulnerabilities, and network communication misconfigurations. Khera writes, “Many 

of [the vulnerable medical devices] are tied to the fact that the medical device manufacturing mindset and 

culture established well before the IoT ever sprang into being. A large number of devices were first 

conceived in a world where they were rarely hooked into an internal hospital network, let alone onto an 

Internet connection.”12 It is not always the fault of the organizations involved that these vulnerabilities are 

present, however, it is now their responsibility to do something about the vulnerabilities found.  

So far, we have been dealing with recently or past technologies. But how will current 

technologies and vulnerabilities affect the future medical devices? 

 
11 PlayStation. 2020. "PlayStation 5 Safety Guide." www.playstation.com. 
https://www.playstation.com/content/dam/global_pdc/en/corporate/support/manuals/ps5-
docs/1000a/EN_PS5_Disc_Web_Safety_Guide_ENG_7033913.pdf. 

12 Khera, Mandeep. 2017. "Think Like A Hacker: Insights on the Latest Attack Vectors (and Security 
Controls) for Medical Device Applications." pubmed. March 1. 
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Hacking the Future 

In May of 2020 at the College of Engineering at Carnegie Mellon University, Professor Yu-li 

Wang and his team were awarded a research grant for upcoming biomedical technology in which he 

developed artificial organs that transcended not only bionic organs such as an artificial heart, but also 

combined them with chemical and biological reactions as well. Professor Yu-li said, “We are one of the 

world leaders in the field of mechanobiology, and we show that if you want to design an artificial material 

or organ to work properly, you need to pay attention to how living cells interact with materials… You 

have to look not only at chemical interactions but also the mechanical properties.” Yu-li goes on, “Given 

the complexity of even the simplest tissue, it is almost impossible to put correct types of cells directly in 

the correct location to form a native or artificial organ without involving some forms of migration… This 

research toes the fuzzy line between foundational and translational research. Wang and his team have 

developed both tools and fundamental knowledge that critical for the successful design of biomedical 

devices and interventions.”13 Yu-li is attempting to merge biology and technology in very interesting 

ways to find new methods of getting bodies to accept artificial devices and organs. This can start blurring 

the line of what one must know about computer networks, computer science, the medical industry, and 

biology.  

Technology and biology seem to be intertwining in a slow methodical way. As technology 

progresses, computers are getting smaller and smaller. We will eventually be able to use tiny computers in 

our blood stream. The technology may help the paraplegic walk again, or the coma patients speak again. 

This revolves around combining the technological industries and medical industries like never before. 

There have been other instances in which different industries merge in a way that was not expected. 

 
13 Yang, Marika. 2020. "Analyzing Cells for Future Biomedical Devices." engineering.cmu.edu. 
https://engineering.cmu.edu/news-events/news/2020/05/20-wang-nih.html. 
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Before 2010, many would not have thought that nuclear fusion or any kind of critical infrastructure and 

computer science would have been so intertwined.  

In 2010 malware caused Iranian computers to crash. When this was researched over the next 

several years it was discovered that hackers had penetrated the Iranian nuclear program to prevent it from 

advancing its efforts in enriching uranium in Natanz. This was the first kind of its attack made public that 

bridged the gap between computer science and its effect to other Integrated Control Systems that were not 

even connected to the computers. The malware called Stuxnet gives out false readings to the computer 

while overworking and breaking the Iranian nuclear fission reactors. As this gap was bridged, it created a 

whole new platform called cyberwar and is currently happening today. The computer science, and 

industrial control industries have merged and the vulnerabilities in one can affect the other. Looking at 

how these different industries share vulnerabilities, we can look at the medical device industry in the 

same way. Could we hack someone’s body, senses, or thoughts? When medical devices become more 

advanced, I would not be surprised if these potential hacks would alter what was accepted in a courtroom 

in cases of malpractice or hacking. The future will change the way we look at medical devices. The next 

medical device/technology that is introduced can arguably be the first kind of biological machine.  
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In Israel, at the Bar-Ilan University, Dr. Ido Bachelet, previously of the Harvard’s Wyss Institute, 

has been testing his DNA nanobots since 2015.14 While they have not been recognized as a medical 

device by the World Health Organization (WHO) or the Food and Drug Administration (FDA) they will 

become one of the biggest technologies in the history of mankind. However, with any tool, there comes 

with a societal responsibility of how it can be used and misused. The research community was accepting 

Ido’s experiments on August 5th, 2016 and he published a research article titled “Thought-controlled 

Nanoscale Robots in a Living Host.” While testing DNA nano-robots (nanobots) he was able to report 

that they “enabled a human operator to control nano-meter-size robots inside a living animal by brain 

connectivity.”13 With these drug-loaded nanobots a human was able to manipulate them in a living 

animal. These nanobots are filled with very directive and potent drugs to distribute specified partials to a 

host in localized areas. It can target discriminating health abnormalities, control gene material, or cure 

even the most of rarest diseases and cancers without a single incision. The experiment consisted of five 

 
14 2015. "Can DNA Nanobots Successfully Treat Cancer Patients? First Human Trial Soon." 
singularityhub.com. January 8. https://singularityhub.com/2015/01/08/can-dna-nanobots-successfully-
treat-cancer-patient-first-human-trial-soon/. 

Figure 5 
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parts: 1) a headset used for collecting EEG data from the subject; 2.) an algorithm that searches for 

patterns associated with cognitive load and rest stated, running on a computer; 3) a waveform generator, 

remote-controlled by the computer, which produces high-frequency alternate current through the coil; 4) 

the coil itself, and 5) the DNA origami robots injected into the living animal fitted within the coil. It is 

important to take note that the “Data was stored on an HP PROBOOK laptop as generic matrix (.mat) 

files for further analysis.” It was discovered that the nanorobots did respond to the electromagnetic fields 

and were able to react as a result of this. In addition, they used the Radio frequency-induced field (RFMF) 

around the entire animal to control nanobots from outside of the host’s body. His experiment was a 

complete success. 

Ido Bachelet has created something truly unique and revolutionary in science. Ido’s nanobots can 

become the next major technology and be highly regarded worldwide, but without a proper cybersecurity 

procedure to determine its level of risk and potential vulnerabilities, we don’t know how much danger we 

are putting ourselves in. There was no mention of the vulnerabilities, potential risks, or implications of the 

nanobots in Ibo’s report. It could be as vulnerable as the pacemakers previously mentioned. The 

mechanism that controls the nanobots is the headband connected to the HP ProBook aforementioned. It 

can be extremely vulnerable depending on what vulnerabilities the laptop can have. Much like the PLC 

devices that were hacked in Iran during the Stuxnet attack, you could fake results while performing an 

attack on the subject, intentionally causing havoc to the host. Another method of attack is to bypass the 

controlling headband mechanism altogether and use your own system to control someone else’s nanobots. 

These potential vulnerabilities are important to understand and to help discover what else could go wrong.  
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On April 8th, 2021 there was a YouTube video of a 9-year-old macaque monkey named Pager 

who you see controlling a joystick on a screen to get a banana smoothie treat through a straw.15 Six weeks 

earlier, Pager had two neural links implanted in his brain. The neural links measure Pager’s brain activity 

to record its thoughts and understand the brainwaves as it moves the mouse. The computer then uses this 

information to help the Pager control the mouse without using the joystick. In other words, Pager would 

be using his thoughts to control the mouse to play a game. Scientist interacted with the neural link inside 

the monkey’s brain using an iPhone 

using the same Bluetooth technology 

you would use to pair your phone to a 

speaker. You can see the iPhone 

connecting to the neural links via 

Bluetooth technology being carried out 

in Figure 6. This invention and the 

company Neuralink belong to the famous multibillionaire himself Elon Musk. Elon Musk has strong 

predictions of technology and has a fascinating history of innovation and technological advancements. 

This invention has medical applications for the disabled, the defective, and the handicapped. It can be 

used to improve psychological issues and restrictions. It can be used for improving lives, to have your car 

pick you up with an idea of where to go for dinner, or to have a computer turn on and off when you are 

near and thinking it. You can check into hotels, restaurants, and get groceries without having to talk to 

anyone. You can also write notes, articles, or books, with your thoughts. The possibilities of this type of 

technology are endless. There are still some fears with this type of technology and Elon Musk’s Neuralink 

company. In an article from CSO online titled “What are the security implications of Elon Musk’s 

Neuralink” Sam Bocetta writes:  

 
15 Neuralink. 2021. "Monkey MindPong." YouTube, April 8. 

Figure 6 
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“The potential for brain-controlled technology is incredibly vast but it relies on existing 

forms of wireless communication. All signs point to Neuralink using Bluetooth to 

interface between the implanted chip and outside devices, just like wireless keyboards 

and headphones. In general, Bluetooth is considered to be a secure protocol because 

of its pairing system and short-range receivers. However, there are known trojan 

viruses that can be spread via Bluetooth and used to steal data from Android devices. 

This suggests a potential risk with Neuralink being susceptible to malware that could 

be spread through Bluetooth.”16 

While Elon Musk pioneers amazing and earth-changing technology, we will have to find a way to make 

these devices more secure before they can be used in humans. More testing will have to be done before 

the FDA should approve these kinds of devices. The time is now to make sure cybersecurity in medical 

devices are a priority and not an afterthought. You don’t want to wait until it's too late, because it can 

have far worse effects if no action is taken. 

The idea that people could steal or even potentially control your thoughts sounds frightening. 

Reviewing the medical device organizations and how they have handled this, seems to be a repeating 

pattern though. It seems that they have done this before. The question is how can it negatively impact a 

person, their psychology, or their very livelihood?  

The Psychology & Responsibility of Accepting These Technologies 

Looking at how people are affected by technology can help us understand what may come about 

for emerging technologies and how they will change the world. In an article by Melissa G. Hunt, Rachel 

Marx, Courtney Lipson and Jordyn Young of the Guilford Press Periodicals in 2018, They correlated the 

use of social media to higher depression and loneliness. “If you use less social media, you are actually 

less depressed and less lonely, meaning that the decreased social media use is what causes that qualitative 

 
16 2019. "What are the Security Implications of Elon Musk’s Neuralink?" www.CSOOnline.com. August 
1. https://www.csoonline.com/article/3429361/what-are-the-security-implications-of-elon-musks-
neuralink.html. 
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shift in your well-being” 17 While this does have little to do with medical devices, it does have a lot to do 

with how society reacts to technological advancements and how vulnerable the human psyche can be. The 

introduction of new technology has helped people in many ways, but along with them comes serious 

complications. Consider when motion pictures were first introduced. A theater full of people panicked 

and jumped out of the way because the film featured a train heading towards the camera. As silly as that 

sounds, depending on how technology changes, it could affect someone differently. 

Mark Manson in his book Everything is F*cked: a Book about Hope, Manson introduces a 

technological advancement in medicine that cured a person’s tumor that would otherwise kill him, if not 

for a life saving-medical device. It begins with a person named Elliot, a successful executive with a 

loving family, who suffered from headaches regularly. These headaches were extremely painful and 

exponentially getting worse. He received medical attention from a specialist who diagnosed him with a 

brain tumor on his frontal lobe that was the size of a baseball putting pressure on his brain causing 

headaches. The surgeon cut the tumor out and Elliot went back to his normal life. However, Elliot noticed 

something wrong, easy things became arduous and required more and more concentration. Things like 

deciding to use a blue or black pen would consume him for hours. Elliot knew he had lost something else 

with the tumor. His home life was just as bad as his work life which led to his family abandoning him 

because of his behavioral change. Dejected, Elliot continued to make poor decisions. After going back to 

get medical attention many doctors told him he was normal and that nothing was wrong. These doctors 

were checking his physical health and his cognitive functions and couldn’t find a single thing wrong with 

him. He was shown to be in above-average health, and though tests came out completely normal, this did 

not help Elliot come any closer to finding out what was wrong. His IQ was better than average, his 

memory and reasoning in hypothetical situations were flawless. Elliot was not depressed about his 

 
17 Melissa G. Hunt, Rachel Marx, Courtney Lipson and Jordyn Young. 2018. "No More FOMO: Limiting 
Social Media Decreases Loneliness and Depression." https://guilfordjournals.com/. December. 
https://guilfordjournals.com/doi/10.1521/jscp.2018.37.10.751. 
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situation, but instead he had high self-esteem which baffled Elliot. The doctors had been following 

Elliot’s physical and cognitive health, however, the issue that Elliot was having was an emotional health 

problem. Elliot and his brother, who was now his caretaker, took him to see Dr. Antonio Damasio. 

Initially, Damasio did the same tests as previous doctors but then finally talked to Elliot like a normal 

person, which at the time no other doctors had not done. The doctor wanted to know everything that had 

happened in his life. Elliot explained the poor decisions he made but could not explain the reasoning 

behind why he had made them. He showed a type of apathy and calm while talking about how he messed 

up his own life. No self-loathing, and no remorse for past mistakes. Elliot explained to Dr. Damasio that 

the new surgury he had undergone was called a “frontal lobotomy” that was revolutionary in the 1940s.18 

This procedure affected Elliot’s whole life from his work to his family. It had a profound change in 

Elliot’s whole life, but the implications of that technology had not been completely understood. This story 

is meant to heed warning about emerging technological trends that society deems safe, while the 

underlying vulnerabilities can have a major effect on someone’s psychology. This is a dated technology 

that is no longer used, it’s still incredibly important to note that there were only minimal studies done on 

the frontal lobotomy when it was introduced. This is not uncommon for the medical devices used today. If 

organizations in the medical device profession don’t take don’t take cybersecurity threats against medical 

devices seriously, then we are headed down the same path as Elliot.  

Today we constantly try to automate as much as we can, so that we can take the human factor out 

of the equation. This is mainly because most feel that the human is the cause of these types of mishaps. 

Ryan Calo, Associate Professor at the University of Washington School of Law, focuses on Cyber and 

Technological Law. He is very interested in robotics and the future of technology and engineering. He 

stated that in 2016, the Arkansas Department of Human Services made a change to automate their system 

so nurses would not have to visit disabled individuals' homes in an effort to save the cost of hiring people. 

 
18 Manson, Mark. 2019. "Everything is F*cked: a Book about hope." In Everything is F*cked: a Book 
about hope, by Mark Manson. HarperCollins Publisher. 
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The new automated system decreased homecare for an amputee because he technically had “no foot 

problems.” He didn’t have feet, to begin with. This automation error left the amputee alone without 

access to food, a toilet, and medicine for hours. Due to this error in machine technology, a poor man 

suffered, and the Arkansas Department of Human Services found themselves having to deal with the 

federal court system.19 However, even as we look at our societal relationship with technology today, we 

can see how current technology is affecting society in ways we didn’t know could happen. Automation 

and technology are already changing the landscape of our legal system. We are continuing to use the same 

trial-and-error ways to push technology, instead of using a cyber secure-first approach. 

On April 17, 2021, in Spring Texas KHOU reported that a Tesla caught fire after crashing into a 

tree. “Harris County Precinct 4 Constable Mark Hermann said there were two passengers in the Tesla, but 

neither one of them was driving the vehicle.” Deputies say the driverless Tesla was traveling at high 

speed and crashed into a tree that caught fire killing two people. It took more than 30,000 gallons of water 

to extinguish the fire.20 This is still an ongoing investigation. We are repeating the same errors that we 

have in the past as we have come to depend on our technology. CNN reported on the issue focusing more 

on safety concerns. “Early Monday NHTSA (National Highway Traffic Safety Administration) said it has 

already deployed a Special Crash Investigation team to investigate the crash. Later in the day the NTSB 

(National Transportation Safety Board), which is better known for investigating airline crashes, said it is 

sending two investigators to Texas to conduct a safety investigation looking at both the vehicle's 

operations and the fire that followed the crash. The autopilot feature requires the driver's seatbelt to be 

buckled in order to be engaged. It is designed to alert the driver if they are not keeping their hands on the 

 
19 Ryan Calo, Danielle Keats Citron. 2020. "The Automated Administrative State: A Crisis of 
Legitimacy." https://papers.ssrn. April 3. https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3553590. 

20 Alexander, Chloe. 2021. PCT4: Two killed when driverless Tesla catches fire after crashing into tree in 
Spring. Webpage, Harris County Precinct 4, Spring: KHOU 11. 
https://www.khou.com/article/news/local/tesla-spring-crash-fire/285-c28a4993-5b5f-43f4-a924-
e39638390647. 
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wheel often enough.”21 It is still unclear who is at fault but this will undoubtedly change the way courts 

are held and who will be responsible for issues involving automation, technology, and human life. Once 

we have this type of technology in our bodies, it will include medical practice into the equation. This will 

begin to blur the lines between an engineering, programming, and/or medical procedural problem. There 

3are other alternatives methods in mitigating vulnerability issues that can help people. But there will 

always be some vulnerabilities. From these examples, we see how technology has affected our 

psychology and our very lives.  

The Wonderful Future 

In 1996, Robert Freitas Jr. introduced the idea known as “respirocytes” (artificial red blood cells) 

and how they were designed to replace all red blood cells in the human body to enable superhuman 

abilities. He speculated that someone who had these new red blood cells could go hours without oxygen: 

“Respirocytes could serve as an in vivo SCUBA (Self-Contained Underwater Breathing Apparatus) 

device. With an augmentation dose or nanolung, the diver holds his breath for 0.2-4 hours, goes about his 

business underwater, then surfaces hyperventilates for 6-12 minutes to recharge, and returns to work 

below. (Similar considerations apply in space exploration scenarios.)”20 This technology will have a 

profound change on our bodies in which we could live for decades, maybe even centuries longer. In 

addition to the posibilitiy of anti-aging, we may indefinitely put off death altogether. This technology, 

much like the frontal lobotomy, focuses on the physical implications. But the ramifications of the human 

opsyche are still unknown. According to Ray Kurzweil, he takes an interesting approach. Ray would love 

to live forever, however worries about what could come of it.  

“Take death for example, a great deal of our effort goes into avoiding it. We make 

extraordinary efforts to delay it, and often consider its intrusion a tragic event. Yet, we 

find it hard to live without it. Death gives meaning to our lives. It gives importance 

 
21 Isidore, Chris. 2021. www.cnn.com. April 19. https://www.cnn.com/2021/04/19/business/tesla-fatal-
crash-no-one-in-drivers-seat/index.html. 
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and value to time; time would become meaningless if there were too much of it. If 

death were indefinitely put off, the human psyche would end up... well, like the 

gambler in the Twilight Zone episode.”22  

Consider Q-anon phenomena that began around the 2016 election. Q-anon claimed to be high up 

in the government who shared secrets and conversed with others on the website 8-chan. 8-chan named to 

mimic channels on a television set, was a forum for open discussion about anything including white 

supremicy, to nazi ideologies. It started with a person simply known as Q. Q made vague predictions that 

hardly happened. However, some of the speculations Q posted came true, which validated Q-anon 

believers. While some of Q’s speculations did not amount to anything, his believers felt like it was more 

proof of his omniscience, as he would claim that events happened under secrecy. The Q-anon movement 

led to several hate crimes including the vilification of online women playing video games, Pizzagate, and 

the attempt to overhrow the government by storming the Capitol. Q-anon followers have claimed that 

they thought the elitists in the democratic party were harboring, slave trading, and eating children and 

babies. Q-anon followers believed these hypotheses, while there was no evidence to support their 

claims.23 Consider that these people did not always have thoughts like these, but they became vulnerable 

to the idea of one possibility leading to another. We all are vulnerable to have a similar mindset to the tin 

foil hat conspiracy theory fanatics such as those in Q-anon. If in the future we have digitally implanted 

neural links in our brains, we could become constantly paranoid about the potential of people stealing our 

thoughts. Think of the psychological implications of what could happen if a company or government 

agency was able to gain information coming straight from a person’s subconscious.  

 
22 Raine Maida, Duncan Coutts, Steve Mazur, Jason Pierce, Mike Turner. 2000. "Spiritual Machines." 
Spiritual Machines. Comp. Duncan Coutts, Steve Mazur, Jason Pierce, Mike Turner Raine Maida. 

23 Hoback, Cullen. 2021. "Q: Into the Storm." Q: Into the Storm. HBO, March 21. 
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Ronald J. Deibert is an information security researcher, a political science professor at the Munk 

"School of Global Affairs at the University of Toronto, and the writer of the book Reset: Reclaiming the 

Internet for Civil Society, Deibert wrote the following in the introduction:  

“Before long, the internet was in everything, from wearables and networked kitchen 

appliances all the way down to the molecular level with digitally networked implants, 

like pacemakers and insulin pumps… Digitally networked neural implants that are 

presently used for deep-brain and nerve stimulation, as well as the enable mind-

controlled prosthetics, are merely at the rudimentary stages of development; engineers 

are experimenting on systems involving thousands of tiny speck-sized neural implants 

that would wirelessly communicate with computers outside the brain.”24  

The paranoia many conspiracy theorists believed about their mobile devices was proven to be true when 

Edward Snowden revealed that the NSA was spying on American citizens. Now that we are moving into 

technologies that have the potential to get hacked, people will continue to become more paranoid and 

scared. How can we compare the psychological effects of previous technological advancements? Deibert 

states “To encourage continued engagement with their platforms, social media companies borrowed basic 

psychological methods reaching back to American psychologist B. F. Skinner, such as Operant 

Conditioning. Operant conditioning is based on altering behavior using a system of rewards and 

punishments.” Using these methods, Deibert claims that the personalization of the social media 

environment divides the masses into polarizing opinionated groups.25 This kind of technology is already 

used to sway the masses. What would happen if it was continued in newer technology, to polarize people, 

adding to the paranoia, and fear, which can lead to similar ideas as the Q-anon follows portrayed. With 

the addition of newer technology such as neuralink, it is possible to use these same psychological effects 

to control the masses and even know more about them than they know about themselves. Deibert explains 

in his book that Facebook experimented, “The most infamous example, though not the only one, was 

 
24 Deibert, Ronals J. 2020. Reset: Reclaiming the Internet for Civil Society. House of Anansi Press. 

25 Deibert, Ronals J. 2020. Reset: Reclaiming the Internet for Civil Society. House of Anansi Press. 
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Facebook’s admission that it had successfully modified over seven hundred thousand users’ emotions in 

an experiment it undertook by hiding a small number of emotionally charged words from their daily 

newsfeeds… The experiment was conducted without informed consent for which it was widely 

condemned by the academic community.” By noticing some of the newer technological advancements 

along with misinformation and data manipulation, you can begin to see how this kind of technology has 

been and can be used maliciously. There is also the possibility of combining technologies like social 

media with other more invasive technologies like the neural link. “Facebook announced a breakthrough in 

its research into machine learning algorithms capable of turning brain activity into speech, while 

Neuralink, a company owned by Tesla founder Elon Musk, is reportedly developing ‘a high bandwidth 

brain-machine interface’ to connect people’s minds directly to a computer and to ‘read’ the activity of 

neurons.” 26 Someone could very well control others without them even knowing it. With the existence 

and continuation of misinformation, hacked elections, and other societal and psychological hacking, we 

won’t know how this new technology will be used or misused. 

In the book, The Age of Spiritual Machines, Ray Kurzweil warned about what having neural 

implants in our brain could be abused by ourselves. “[With brain implants] the potential for abuse is even 

greater than with drugs. When psychologist James Olds provided rats with the ability to press a button 

and directly stimulate a pleasure center in the limbic system of their brains, the rats pressed the button 

endlessly, as often as five thousand times an hour, to the exclusion of everything else, including eating.”27 

This wouldn’t even be something that hackers would be doing, this is what we could potentially do to 

ourselves. A new type of neural link addiction could provide a new means of getting being attacked if 

malicious hackers were to take control of this. We could have a method of undoing the medical devices 

that have been implemented. But we need to know where we fall on dealing with medical devices now. 

 
26 Deibert, Ronals J. 2020. Reset: Reclaiming the Internet for Civil Society. House of Anansi Press. 

27 Kurzweil, Ray. 2000. The Age of Spiritual Machines: When Computers Exceed Human Intelligence. 
Penguin Group. 
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Making the Most of Cybersecurity in Biomedical Devices 

In a research article in March 2018, in Biomedical Instrumentation & Technology magazine, there 

is talk about the cybersecurity field in biomedical: “it is imperative that medical device stakeholders (e.g., 

government, private industry, healthcare organizations) embrace their shared responsibility for medical 

device cybersecurity.”28 In the article, the cybersecurity professionals Suzanne Schwartz, Aftin Ross, Seth 

Carmody, Penny Chase, Steve Christey Coley, Julie Connolly, Cathy Petrozzino, Margie Zuk state that in 

the United States there is a followed process for medical devices that involves the FDA’s guidance and 

oversight. They use a life cycle framework, shown in figure 7, to develop, monitor, maintain, and dispose 

of medical devices that are no longer used. There is a more detailed look at the lifecycle of the in figure 8 

which includes the challenges associated with each process in the lifecycle of medical devices. Some of 

the challenges these cybersecurity analysts and engineers face are that cybersecurity risk in medical 

devices was an afterthought and that now we are paying the price for it. “Recent global cyberattacks, such 

as Wanna-Cry and Petya/NotPetya, have served as wake-up calls to the healthcare community at large. 

Yet, waiting for negative consequences to mobilize a “call to action” is antithetical to FDA's approach, as 

the agency encourages proactive behavior across stakeholders in the medical device ecosystem. Proactive 

 
28 Schwartz, Suzanne, Aftin Ross, Seth Carmody, Penny Chase, Steve Christey Coley, Julie Connolly, 
Cathy Petrozzino, and Margie Zuk. 2018. "The Evolving State of Medical Device Cybersecurity." 
Biomedical Instrumentation & Technology. March. https://doi.org/10.2345/0899-8205-52.2.103. 
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behavior requires sufficient economic incentives to drive awareness and education across all stakeholders 

and across all parts of their organizations. Articulating device cybersecurity incentives and business cases 

will help. For manufacturers, taking a total product life cycle approach to medical device cybersecurity—

with cybersecurity built into devices during product development and sustained via postmarket 

continuous monitoring—also will help manage cybersecurity risk and protect patients from potential 

harm.”29 There are ways that organizations can help if they focus on a people-first approach. Taking on an 

important task as creating a medical device to help people live longer should come with some sort of 

sense of responsibility to its customers, a sense that should be incredibly important to the organization, its 

userbase, and its stakeholders.  

Josh Corman is the co-founder of IAmTheCalvalry.org and a proponent of cybersecurity in 

medical devices and hospital settings. Corman came up with a manifesto for companies who actively 

ignore cybersecurity when designing their medical devices. He uses his manifesto to set a tone to push the 

 
29 2018. "Biomedical Instrumentation & Technology." Frontlines: Every Piece Counts in Cybersecurity. 
https://doi.org/10.2345/0899-8205-52.2.82. 

Figure 8 
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medical device companies further to help patient care. He argues that these companies care about a device 

working, but the cybersecurity aspect is an afterthought. In his letter titled “An Open Letter to the 

Healthcare Stakeholder Communities: Safer, Sooner, Together” he writes how the healthcare medical 

device manufacturers should take the Hippocratic Oath for Connected Medical Devices:  

“I will revere and protect human life, and act always for the benefit of my patients. I 

recognize that all systems fail; inherent defects and adverse conditions are inevitable. 

Capabilities meant to improve or save life, may harm or end life. Where failure 

impacts patient safety, care delivery must be resilient against both indiscriminate 

accidents and intentional adversaries. Each of the roles in a diverse care delivery 

ecosystem shares a common responsibility: As one who seeks to preserve and 

improve life, I must first do no harm.”.30 

Ray Kurzweil wrote this in his book “The Singularity is Near,” in which he describes the 

singularity as a future period during which the pace of technological change will be so rapid, and its 

impact so profound, that human life will be irreversibly transformed by the technology they have created. 

Because of this singularity we will want to start changing the way we deal wisk risks. Kurzweil wrote: 

“we cannot rely simply on trial-and-error approaches to deal with existential risk. There are competing 

interpretations of what has become known as the “precautionary principle.” …it is clear that we need to 

achieve the highest level of confidence in our strategies to combat such risks.” Kurzweil describes this 

transformation by our technology as the next evolutionary epoch of human civilization.31 The amazingly 

fast pace of technology is approaching. While we look at the issues we have now and try to solve them 

with the same trial-and-error method that we have continued to use, technology is coming that we won’t 

be able to predict as long as we continue solving problems this way. The same way humans solved the 

brain tumor for Elliot, is the same way we are trying to solve the issues with biomedical devices. It has 

 
30 Corman, Joshua. 2016. "An Open Letter to the Healthcare Stakeholder Communities: Safer, Sooner, 
Together." www.IAmTheCalvary.org. https://iamthecavalry.org/wp-content/uploads/2016/01/I-Am-The-
Cavalry-Open-Letter-and-Hippocratic-Oath-for-Connected-Medical-Devices.pdf. 

31 Kurzweil, Ray. 2005. "The Singularity is Near: When Humans Transcend Biology." The Singularity is 
Near. Penguin Book 
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worked for eons for our human civilization, but as this transformation between human and technological 

problems approach we may have to start either thinking faster or thinking differently. Technological 

advancement will not slow down for us to figure it out, so we will have to change the way we do things to 

fix issues that we cannot solve. To solve the issues with the biomedical device, would we have to change 

the fundamental relationship we have with technology or change ourselves entirely? 

The future of artificial intelligence (AI) and medical devices can seem like science fiction. It 

would be easy to dismiss these wild ideas of nanobots, and a future with neuralinks implanted in our 

brains. Ray Kurzweil wrote this in his book “The Singularity is Near,” in which he describes the 

singularity as a future period during which the pace of technological change will be so rapid, and its 

impact so profound, that human life will be irreversibly transformed by the technology they have created.  

It would be difficult to undo technologies like removing nanobots, exchanging an artificial heart, or 

updating pacemakers. It is possible this technology just has not had enough time to adjust and to grow 

into a more secure type of technology. Other questions come to mind on how these technologies will 

affect us physically, emotionally, psychologically, and socially. I hope that they are secure from malicious 

hackers, manipulators, dictators, and infamy. It is extremely hard to guess what would happen to people 

in the future, especially if organizations do not take responsibility for vulnerabilities in their medical 

technology. If we allow our methods to continue unchecked, we will continue to prove Murphy’s Law. 

There is a way to prevent us from a future full of cybersecurity and psychological nightmares in the 

medical and technological industry. It would have to take buy-in from other medical technology 

organizations, medical investors, cybersecurity engineers, and all stakeholders involved in creating a 

security-focused technology. While there will always be flaws in our technology, that shouldn’t impead 

progress in any field. But this specialized cybersecurity sector is undervalued, underfunded, and 

understudied. There is a way to help this community, but it will only happen when people start asking: 

what will happen to us in the future?  
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